Analyza Java 0-day
(CVE-2012-4681)

WWMAD?

NIC ..?

Lubomir Nagajda §
Ustav Informatiky, UPJS v Ke



Java?

Java Platform, Enterprise Edition alebo v skratke Java EE je
platforma pre programovanie aplikacii na strane servera v jazyku
Java. Okrem Standardnych vlastnosti a kniznic podporuje pracu s

technologiami JavaBean, Java Messaging Service (JMS),
Persistence, atd.



Servlety?

Servlet je trieda v Java EE, definovana podla Java Servilet API -
protokolu, ktory dokaze spracovat a odpovedat na HTTP
poziadavky.

Takto moze tvorca webovej aplikacie vyuzit programovaci jazyk
Java na tvorbu dynamickych webovych aplikacii.

Generovany obsah je zvyCajne Standardna HTML stranka, no su
podporované aj ostatné druhy obsahu, definované podla HTTP
(content-type).

O chod a zivotny cyklus servletu sa stara tzv. Web Container.

Web Container je komponent serveru, ktory interaguje so serverom
a zabezpecCuje zavedenie a zrusenie servletu, bezpecnost,
subeznost a ostatné podobneé sluzby(Tomcat).



Java Applet?

Applet doruceny pouzivatelovi ako Java bytecode.
Mozno spustit vo webovom prehliadaCi pomocou JVM.

Vyuziva aj 3D akceleraciu a je porovnatelne rychli s inymi
program. Jazykmi ako C++, no niekolkonasobne rychejSi ako
JavasScript.

Applety su cross-platform, preto mézu byt vykonané
prehliadacom roznej platformi.

Takisto moznost pustat’ v offline rezime.



Gondvv

Nadherny exploit navrhnuty 28.augusta 2012.

Krasa tohto exploitu je prave v tom, ze jeho spolahlivost je
100percentna a je samozrejme multiplatformovy.

Jeho buduce vyuzitie bude pravdepodobne rozsiahle a nesmie
chybat v beznej vybave pentestera.

V podstate exploit je vytvorenie inStancie
java.security.AccessControlContext a
java.security.ProtectionDomain, ktory ma aplné privilegia a potom
nahradit AccessControlContext iStanciou java.beans.Statement,
aby sme boli schopni spustit kdd s plnymi opravneniami.



Java.beans.Statement

Volanie metody getContext nastavi AccessControlContext na

kontext apletu , ktory ma obmedzenia s limitovanou
ProtectionDomain, ktora samozrejme nie je privilegovana vobec.

public class Statement {
private static Object[] emptyArray = new Object[]{};

static ExceptionListener defaultExceptionListener = new ExceptionListener() {
public vold exceptionThrown(Exception e) {
System.err.println(e);
System.err.println("Continuing ...");
}
};

private final Object target;
private final String methodName;
private final Object[] arguments;
ClasslLoader loader:

[iicad

}



Stroj ¢asu a.k.a Jaro Slavik

Vratime sa o 2 roky, kedy Sami Koivu zverejnil analyzu Java
problému ktory sa tykal hlavne Java Runtime.

Vyuzime prikoria tejto doby a ozrejmime si, kde nastal problem a
ako sa vyriesSil \AccessControlContext\.



Dedenie doéveryhodnosti

-Java kod pochadzajuci z hlavnych tried — déveryhodny
-Java kod z Java appletov — nedoveryhodny ..rly?

-Ked Java rieSi prava pre danu operaciu, predpoklada opravnenia
pre cely zasobnik — call stack

-privilégia metdd su privilegiami tried, kde su metddy definované.

Predstavme si, ze trieda A definuje metodu call() a trieda B je
subclass A, priCom B je na stacku s metddou call(), tak priviégia su
dedné od A, nie od B.

Takto dokazeme vytvarat retazce metod, kde na konci bude
privelégovana trieda, od ktorej sa bude dedit.



ZDI-10-056/CVE-2010-0840 1.

-vytvorme vulin.Link (subclass z java.beans.Expression) pouzime invoke() s
parametramy class: java.lang.System, method: setSecurityManager, args:
null

- Vytvorme novy java.util.HashSet a vlozme vuln.Link do Set-u

- Vytovorme anonymnu podtredu HashMap-y kde entrySet vrati inStanciu
definovanu vysSie

- Vytvorme javax.swing.JList objekt, obsahujuci inStanciu HashMap
definovanu vysSie

- Pridajme Jlist do componentu (ako napr applet)



ZDI-10-056/CVE-2010-0840 2.

- Vlakno GUI chce pouzit' JList a vola JList.paint

- JList pri vykreslovani, zavola toString na zistenie obsahu, vratane
spominanej anonymnej subclassy HashMap-y

- HashMap zdedi z AbstractMap toString metddu, ktora vola
entrySet().Iterator() a pouziva GetValue na kazdom i-vstupe.

- Jeden z vstupnych objektov je subclass zo Statement, ktora ma
implementovanu metodu Statement.getValue ()

- Expression.getValue () vola Statement.invoke ()

- Statement.invoke () bol nastaveny tak. Aby volal
System.setSecurityManager (null)

==Java Security je vypnuta

= Fix? = AccessControlContext namiesto Statement.invoke()



AccessControlContext Fix

Ak ak pridanie AccessControlContext field do Statement triedy riesi
predoslu zranitelnost, ako chceme teraz zmenit private field?



sun.awt.SunToolkit

Trik je tu pouzit sun.awt.SunToolkit triedu, ktora obsahuje velmi
zaujimavu verejnu statickl metodu:.

public static Field getField{final Class klass, final String fieldName) {

return AccessController dDFrlnllH“ﬂdfﬂEW PrivilegedAction< Field> () {

public Field run() { -
try {
Field field = klas @ufDﬂr1a|ﬂdF1ﬂld;
assert (field != nn_ff“
field.setAccessible(true);
return field;

}
catch (SecurityException e) {

assert false:
+
catch an’uthieldEt"pflnn e) {
assert fa
}
return null;
}
}}:
+




AccessControlException

Je potrebné si uvedomit, ze triedy niektorych baliCkov su
obmedzené na appety a nemozno k nim pristupovat, alebo ich
pouzit.

Su to balicky
com.sun.deploy.*
com.sun.imageio.*
com.sun.javaws.*
com.sun.jnlp.*
com.sun.xml.internal.bind.*
com.sun.xml.internal.ws.*
Sun.*

Snaha vytvorit inStanciu alebo pouzivat triedy v tychto baliCckoch
bude mat za nasledok AccessControlException.



AccessControlException

To znamena, ze nie sme schopni dostat odkaz na
sun.awt.SunToolkit triedu z naSeho applet-u.

Ale zakladna vec, ktoru potrebujeme vediet, je, ze volanie
niektorych metdéd moze potencialne obist SecurityManager
kontrolujuci zavislosti na prave zavolanej triede

- http://www.oracle.com/technetwork/java/seccodeguide-
139067.html#ref-1 Guideline 9-8



Chyby vhodne pre Gondvv

Ano, presne tak.. chyby vyuzité v exploite ktory som spomenl na
zaciatku su rovno 2.

Prva sa zneuziva na ziskanie referencie na triedu
sun.awt.SunToolkit.

Druha sa zneuziva na zavolanie verejnej metody GetField na tejto
triede.

Exploit vyuziva java.beans.Expression Co je subclass
java.beans.Statement.



Statement.invokeilnternal

Ked je volana metoda Expression.execute, skonCi sa volanie
Statement.invokelnternal metody.

Preto sa podme pozriet na kod...

A

static Method getMethod(Class<?> type, String name, Class<?>...
try {///

. return MetthFiﬂder.FiﬂdMetth{tyﬁgjaﬁémeToapga}g\
| 2 - o L )

catch iHniucﬁﬁethndExceptiaﬂZéxceptidﬂ} f\ T

return null:
¥

VSimnite si metody
com.sun.beans.finder.ClassFinder.resolveClass a
com.sun.beans.finder.MethodFinder.findMethod



1, com.sun.beans.finder.
ClassFinder.findClass

Statement.invokelnternal metoda vola
com.sun.beans.finder.ClassFinder.resolveClass a ak sa pozrieme
na jeho realizaciu budeme vidiet, ze to skoncCi volanim metody
com.sun.beans.finder.ClassFinder.findClass

public static Class<?> resoclveClass(String name, ClasslLoader loader) throws ClassNotFoundException {

Class«<?> type = PrimitiveTypeMap.getType(name);
return (type == null) ? \findClass{name, IEEHEFTE}type;
L

public static Class<?> findClass(String name) throws ClassNotFoundException {
iry {
Classloader loader = Thread.currentThread().getContextClasslLoader();
it (loader == null) {
loader = Classloader.getSystemClasslLoader();
+
if (loader !'= null) {
return Class.forName{name, false, loader):
¥
} catch (ClassNotFoundException exception) {
/f use current class loader instead
+} catch (SecurityException exception) {
!/ use current class loader instead
+
return Cla55.furName{name};AﬁiiB

Guideline 9-9:=>ClassLoader




Debugovanie appletu

ClassLoader — sucCast JDK = doveryhodné!!!

~ ¥ Debug - java.lang.Class - Eclipse SDK

File Edit Source Refactor Navigat lj Help
qv @ e YO TQRY u M 22 e T ™Y P g0 n B Plyglie ooy Q &/)ava 3> Debug
35 Debug 2 ¥ = @ = Variables 2 E@ Y =0
=2 =| & Gondwv [Remote Java Application] fi Name

e —| & Java HotSpot(TM) 64-Bit Server VM[localhost:6789] + @ arg0
S
=| o Thread [thread applet-Gondvv.class] (Suspended)

rirﬁ] line: 72
= ClassFinder.findClass(5tring, ClassLoader) line: 106

= ClassFinderresolveClass(string, ClassLoader) line: 166
Expression(Statement

ClassFinder.findClass(
= —

1]

invokelnternal() line: 213 [local variables unavailable]

Statement.accessS000(Statement) line: 58

atements2.run() line: 185 [local variables unavailable]

AccessController.doPrivileged(PrivilegedExceptionAction<T=>, AccessControlContext) line: not available [native method]

= Expression|Statement).invoke() line: 182 [local variables unavailable] e s
= Expression.execute() line: 121 [local variables unavailable] =
= Gondvv.GetClass(String) line: 38 w
= Gondvv.SetField(Class, String, Object, Object) line: 46 v &
s
1] Gondvv.java b Class.class & | 45 Statement.class 4 Expression.class & MethodFinder.class 4 AbstractFinder.class s ClassFinder.class = i) B2 outline 2 D a e w YT =@
/ i : . = ® useCaches ] .
- = ¥ addAll{Collection<Field>, Field[])

|| m © argumentTypesTostring(Class<?>[]) : Str
m ® arrayContentsEq(Object[], Object{]) ”

public static Class<?> forName(String className) u * checkinitted()

18 throws ClassNotFoundException { copyConstructors(Constructor<U={])
&1 18¢ return forName@(className, true, ClassLoader.getCallercClassLoader());

= * copyFields(Field[])
m ° copyMethods(Method[])
d'® desiredAssertionSt

us0(Class<7>)

@ ® forName(String, boolean, ClassLoader)
&'* forName0(String, boolean, ClassLoader)
4'% getPrimitiveClass(String)

m ° getReflectionFactory()

sAscii har)

d'® registerNatives()

& ¥ searchMethods(Meth

d[], String,

& toClass(Type)

v o annotations : May 1 . 1 : v

Read-Only Smart Insert 186:1




2, MethodFinder.findMethod

Vyzva k findAccessibleMethod skoncCi volanim
java.lang.Class.getMethods a volajuci v zasobniku je
com.sun.beans.finder.MethodFinder, ktory je doveryhodny, pretoze
je suCastou JDK tak obchadzame bezpecCnostne kontroly.

public static Method findMethod(Class<?> type, String name,
if (name == null) {
throw new IllegalArgumentException("Method name is not

}
PrimitiveWrapperMap.replacePrimitivesWithWrappers(args)
Signature signature = new Signature(type, name, ara:j;

Method method = CACHE.get(signature);
if (method !'= null) {
return Wﬂfhud'

( nod = Tlndﬂ"ﬁESIbIHMHThﬂd*ﬂiuiJl‘ 1F1HdHIIH%WH args). TlHdlt,pH "HtHchndruuuu;
" CACHE.put(signature, method) -—

return method:

H




Debugovanie

v | ¥ Debug - ia\ra.lang.class - Eclipse SDK

File Edit Source Refactor Nav ch Project Run Window Help
gv Qb EYOTQRY s B N2 e® @~Y Phdllv 7 Fyglvaey Q | &’)ava [35Debug
¥ = O  ®=Variables £ EB T =0
Value

) —| @ Thread [thread applet-Gondvv.class] (Suspended) " Name

+ @ this

ass<T=> (sun.awt.sunToolkit) (id=45)

odFinder findM ine: 70
= Statement.getMethod(Class<?>, String, Class<?>...} line: 357

thod(Class=7>, String, Class<?>.

3
|

Expression(Statement).invokelnternal() line: 261
= Statement.accesss000(Statement) line: 58
= Statement$2.run() line: 185

= AccessController.doPrivileged(PrivilegedExceptionAction<T=>, AccessControlContext) line: not available [native method]

Expression(Statement).invoke() line: 182

= Expression.execute() li 121
= Gondvv.SetField(Class, String, Object, Object) line: 47 [}
= Gondvv.disableSecurity() line: 30 ! .
= Gondvv.init() line: 53
= AppletViewerPanel(AppletPanel).run() line: 434 ]
= : ke
) -
1] Gondvv.java I Class.class & | 45 Statement.class 4o Expression.class s MethodFinder.class 4 AbstractFinder.class = lim] 8= outline = Sk a s e wt T = A
141 . . " Id0(String) ] =
@ getFields()
T m getGenericinfo() I y
public Method[] getmefchods(: throws SecurityException { @ getGenericinterfaces()
be very reful not t hange the stack depth of this = " getGenericSignature()
142 see java.lang.SecurityMa r.check b @ getGenericSuperclass()
#1142¢ checkﬂsmberﬁccess[ﬂemher.PUBLIC. ;Lasstnader.getfalIerflassLoader{}J; o"
} return copyMethods (privateGetPublicMethods()); e getMethod(String, Class<?>...)
||
@ getName()
a " getName0() [
e getPackage() H
e getProtectionDomain()
= " getProtectionDomain0()
= " getRawAnnotations()
e getResource(String)
v @ getResourceAsStream(String) AT v
= E———— ———————— = : v

Read-Only Smart Insert 1426:1




SUM

WWMED:

-Vytvori inStanciu Statement, ktora bude volat
System.setSecurityManager(null)

-Vytvori vlastny AccessControlContext s uplnymi opravneniami.

-S jednou chybou, dostane odkaz na triedu sun.awt.SunToolKit,
ktora je obmedzena na applety.

-S druhou chybu, zavola GetField, verejnu statick metédu na
sun.awt.SunToolkit s vyuzitim doveryhodného priameho volajuceho,
ktord obchadza bezpecCnostné kontroly.

-S metodou GetField dostane odkaz na private field Statement.acc
a nastavi jeho hodnotu na vlastnu, skor vytvorenu inStanciu
AccessControlContext.

-Nakoniec sa vykona Statement, ktory zakadze Security Manager-a,
pretoze ma plné opravnenie uvedene v jeho AccessControlContext.



THX4ALL

Otazky, Ci hinty smerujte na l.nagajda@gmail.com

Dakujem za pozornost’.

1337!
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