Sietova a komunikacna bezpecnost
07 Bezpecnost vzdialeného pristupu (SSH)

Ustav informatiky, PF UPJS v KoSiciach
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Pp 1L alademia aplika¢né protokoly

e umoznuju aplikdcidm vyuzivat sietové prepojenie
cez Internet
* Specifické pre rozne sluzby

* well-known ports — zname porty, identifikujuce
aplikacné protokoly
(IANA — Internet Assigned Numbers Authority)
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> e R
"olt“'*“dem'“ Telnet (teletype network)

* NVT (Network Virtual Terminal) jazyk — ASCIl 7b

TELNET TELNET
Terminal client server
Pseudoterminal
driver
A

L
N’

Local computer + NVT character set ’ Remote computer

character set

character set

Data character Control character
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'bg'ltﬂhﬂdémiﬂ riadiace znaky NVT

Character Decimal Binary Meaning

° IAC (ESC) EOF 236 11101100 | End of file

EOR 239 11101111 | End of record
Inte rp ret aS CO nt rol SE 240 11110000 | Suboption end
NOP 241 11110001 | No operation
DM 242 11110010 | Data mark
BRK 243 11110011 | Break
P 244 11110100 | Interrupt process
AO 245 11110101 | Abort output
AYT 246 11110110 | Are you there?
EC 247 I1110111 | Erase character
EL 248 11111000 | Erase line
GA 249 11111001 | Go ahead
SB 250 11111010 | Suboption begin
WILL 251 1111011 | Agreement to enable option
WONT 252 11111100 | Refusal to enable option
DO 253 11111101 | Approval to option request
DONT 254 11111110 | Denial of option request
IAC 255 11111111 | Interpret (the next character) as control
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- -
“olt“"‘“de"‘“" dohoda na parametroch prenosu

Character Decimal Binary Meaning

WILL 251 11111011 | 1. Offering to enable
2. Accepting a request to enable

WONT 252 11111100 | 1. Rejecting a request to enable
2. Offering to disable
3. Accepting a request to disable

DO 253 11111101 | 1. Approving an offer to enable
2. Requesting to enable

DONT 254 11111110 | 1. Disapproving an offer to enable
2. Approving an offer to disable
3. Requesting to disable
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100 §:

Do enable the echo option
ECHOH DO H IAC [—>

| will enable the echo option
~«<—— IAC H WILL H ECHO

Server

| will enable the terminal option —
| Terminal type HWILL |{ 1AC | >

Do enable terminal option
{ 1AC |{ DO |{ Terminal type |

A

Set the terminal type to"VT”

— SE L Iac | ‘T } ‘v || Terminaltype || SB H IAC ——>
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- . )
®p 1 Akademin spdsoby prenosu

* znakovy (echo pre kazdy znak)
* riadkovy (odosielanie celého riadku po editacii)
e strankovy (formular)
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> e _ .
"olt“'*“dem'“ File Transfer Protocol
FTP port 21/tcp

prenos suborov — riadiace spojenie a datove spojenie

User
[ ]
A
Y

User
mnterface
Control connection
Control » Control
process process
Intermnet

@ Data transfer
\ ~ process
v

Client Server

Y

Data transfer \
v

process

Data connection
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"Slt“'*”démi” aktivny a pasivny prenos dat

e aktivny rezim — datoveé spojenie zacina server
klient - PORT M — Cislo efemeralneho portu

server - port 20
DIOCesSS — Bipees ephemeral Port: 20 LSRRG

e pasivny rezim Clion Serve
klient - PASV
server - PORT P — Cislo portu na spojenie
klient vytvori spojenie z docasného portu na port P

Data Passive open
LSl o1 t: ephemeral process

Client Server
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b&itqlmdémin

EUROI

Europs
Europs

Tento projekt sa

riadiace prikazy (NVT)

Command Argument(s) Description

USER User 1d User information

PASS User password Password

ACCT Account to be charged Account information

REIN Reinitialize

QUIT Log out of the system
ABOR Abort the previous command
Command Argument(s) Description

CWD Directory name Change to another directory

CDUP Change to parent directory

DELE File name Delete a file

LIST Directory name List subdirectories or files

NLIST Directory name List subdirectories or files without attributes
MKD Directory name Create a new directory

PWD Display name of current directory

RMD Directory name Delete a directory

RNFR File name (old) Identify a file to be renamed

RNTO File name (new) Rename the file

SMINT File system name Mount a file system

y urb
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Q:itnlandémin

Command | Argument(s) Description

RETR File name(s) | Retrieve files; file(s) are transferred from server to client

STOR File name(s) | Store files; file(s) are transferred from client to server

APPE File name(s) | Similar to STOR, but if file exists, data must be appended to it

STOU File name(s) | Same as STOR, but file name will be unique in the directory

ALLO File name(s) | Allocate storage space for files at the server

REST File name(s) | Position file marker at a specified data point

STAT File name(s) | Return status of files
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Q. e o \V AV 4 . 7/
"»lt“"”dm'“ oo «. Citanie adresdra

Control : Control
process Control connection process
220 (Service ready) E
USER forouzan I—)
331 (User name OK. Password?) |—9
PASS XXXXXX I—)
230 (User login OK) |—@
PORT 8388 i

150 (Data connection opens shortly) |—ﬂ

Client Server

LIST /usr/user/forouzan/reports

Data
process

Data
process

Data connection

1T@1@ 1
F i

125 (Data connection OK)

List of files or directories
DATA

TRANSFER

List of files or directories

226 (Closing data connection)

QUIT
221 (Service closing)
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b&itﬂlmdémiﬂ
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$ ftp voyager.deanza.fhda.edu

Connected to voyager.deanza.fhda.edu.

220 (vsFTPd 1.2.1)

530 Please login with USER and PASS.

Name (voyager.deanza.fhda.edu:forouzan): forouzan
331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> ls reports

227 Entering Passive Mode (153,18,17,11,238,169)
150 Here comes the directory listing.

drwxr-xr-x 2 3027 411 4096 2002 business

drwxr-xr-x 2 3027 411 4096 2002 personal

drwxr-xr-x 2 3027 411 4096 2002 school

226 Directory send OK.
ftp> quit
221 Goodbye.
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Dsitnlmdémiﬂ

Client

odoslanie suboru

Server

Control
process

Control connection

220 (Service ready)

USER forouzan

331 (User name OK. Password?)

PASS XXXXXX

230 (User login OK)

PORT 1267

150 (Data connection opens shortly)

TYPE EBCDIC

200 (OK)

STRUR

200 (OK)

STOR/usr/user/forouzan/reports/filel

250 (OK)

e'e'loleloleole

DATA
TRANSFER

A

—

226 (Closing data connection)

QuUIT

L

T EUROPSKA UNIA Q—{
:* *: Eurdpsky socialny fond 4—‘m 221 (Service closing)
2 Eurdpsky fond regionalneho rozvoja

Client Server

Data Data

Data connection

process process
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»Slt“'*“démi“ Secure Shell Protocol
SSH

na zabezpecenie integrity, dovernosti a autentifikacie dat
pri terminalovom pristupe a prenose suborov
(v Unixe rsh, rlogin, rcp, telnet, X11 terminal)

tunelovanie TCP spojenia (pre IMAP, POP3 ...)

kompresia udajov

e znamy port 22

Tatu Ylonen (1995)

verzie SSH-1 (zranitelnosti) a SSH-2

OpenSSH open source implementacia, PuUTTY
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DSitFIlQFldémiFl

Opens a TCP connection to port 22

SSH-1 protokol

SSH protocol version exchange

A 4

e.g ASCII :” SSH-1.5-1.2.27"

Server identification {H+S+list of ciphers and

A

Client

authentication methods+cookie} + session
parameters

Selected data cipher +encrypted session

key K(H,S) +cookie

Server acknowledgement encrypted

A 4

A

with K

Secure connection established!

A

e EUROPSKA UNIA
* *
:* ': Eurdpsky socialny fond
) Europsky fond regionalneho rozvoja

Server authenticated
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Pa 1L Alkademin autentifikacia SSH-1

* Kerberos

 RHosts RHostsRSA, verejny kluc, heslo (OTP)
* integrita len pomocou CRC32

e Sifrovanie DES, 3DES v rezime CBC

* kompresia — algoritmus deflate (gzip)

* monoliticky protokol

e verzia 1.5 (uz sa tiez nepouziva)
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)}S’itnlmdémin SSH-2

* SSH-TRANS protokol Layering of SSH-2 Protocols
pre prenos |

Password

Keyboard-

¢ SS H 'AU T H Interactive -

Public- | Pass- | Challenge- Pseudo- | TCP Port X11

L) [ V4 [ . g
a ut e ntlfl ka C I a ng/gl?é(;?fiiiz_ge key |word | Response Terminal | Forwarding

SSH-USERAUTH SSH-CONN

H t H f' k z t Hellman) Authentication Protocol Connection Protocol
aJ C e r I I a y Algorithm - ]
Negotiation Negotiated Compression Protocol

(compression,

[ ) SS H _CO N N (| -encryption) Negotiated Encryption Protocol
/ Ve v %SHt.\]f.erstion Binary Packet Protocol

dalsie sluzby
spojenia cez

kanal

SSH-TRANS

TCP/IP
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Uprava SSH paketu

Payload

poblém '

Compress

s CBC rezimom

seq # pktl  pdl

AEAD
GCM, ChaChaPoly

pktl = Packet Length S5H Packet
pdl = Padding Length
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* transport — prenos dat pomocou TCP
* SSH over SCTP rozSirenie na streamy
* integrita pomocou UMAC (universal — aj pre 64 bit)

 autentifikacia — riadena klientom
e password
* public key — DSA, ECDSA, RSA s X.509 certifikatom

* keyboard-interactive — na zaklade komunkacie so
serverom — vyzva/odpoved, S/Key, SecurID
PAM moduly v OpenSSH

e GSSAP| — Kerberos, NTLM — single sign-on
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»s i t H'diémiﬂ Client Server

_,! 1

. . . . Establish TCP Connection
nadviazanie spojenia Lo
o Ve rz i a Idan““cmliit;l:;::;g - SSH-protoversion-softwareversion ]
e KEXINIT (algoritmy) - .
° K EX D H—I N IT . SSH_MSG_KEXINIT
* KEXDH_REPLY
° M SG N EW K EYS et SSH_MSG_NEWKEYS _
— Exchange < SSH_MSG_NEWKEYS

) SE RVI CE_R EQU EST SSH_MSG_SERVICE_REQUEST

SERVICE_ACCEPT o | g
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®p 1L alrdemis SSH-2 autentifikacia heslom

SSH Client SSH Server
SSH2?

—>
SSH2

Diffie-Helman, etc? «

‘> . .
Diffie-Helman

47
P Send Serv_Pub_Key

Serv_Pub _key(S_key)

v

OK

S_key(Uname,pwd) <«

v

OK

<4
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24490ns-cotter
Pa 1L Alkademin SSH-2 autentifikécia
verejnym klucom

SSH Client SSH Server
SSH2?

—>
SSH2

Diffie-Helman, etc? “

<« Diffie-Helman
< Send Serv_Pub_Key
<4

Serv_Pub_key(S_key)

v

OK

S key(Uname)

Client_Pri_key(msg) «
Hash(Random)

v

Client_Pub_key(Random)

v

OK

47
S key(data)

—>
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"»lt”'*”dém‘” connection

e vrstva spojeni
e koncepcia kanalov v ramci jedného spojenia
 Specifické parametre pre obojsmerny prenos
* shell prikazy
* direct-tcpip prenos dat od klienta k serveru
* forwarded-tcpip od servera ku klientovi

* SSHFP DNS zaznamy — zverejnenie SSH sluzieb
e port forwarding
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»Sitﬂlmdémiﬂ OpenSSH

* OpenSSH 9.7 (2024) -SSH 2.0

* SCP — bezpecna verzia rcp

* SFTP — bezpecny prenos suborov a adresarov
e SSH —rlogin, rsh, telnet, x11 (encrypted)
 ssh-keygen, ssh-keyscan

 port forwarding, tunneling, SOCKS proxy ...

* AES, ChaCha20, RSA, ECDSA, Ed25519
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