Sietova a komunikacna bezpecnost
04 Bezdrotova komunikacia a siete WLAN

Ustav informatiky, PF UPJS v KoSiciach
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a3 o A 2
po]tqlmdemm bezdrotove prenosy

* prenos elektromagnetického signalu
 zdielané fyzické médium — frekvencny multiplex
* Specifické pasma — licencné, bezlicencné (s pravidlami)
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b»]tﬂlmdemlﬂ ISM pésma

* bezlicencné ISM pasma
(Industrial, Scientific, Medical)
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Dﬂtﬂ'*ﬂdémi” bezdrotové spojenie

* obyCajne jedna strana mobilna a druha staticka
(base station) s pripojenim na drotovu siet

* podpora point-to-multipoint komunikacie
e komunikacia medzi mobilnymi stranami len

prostrednictvom bazovych stanic (obycajne aj s
moznostami prechodu)

* Mesh resp. Ad-hoc siete — rovhocenné stanice
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»Slt“'*“démi“ Techniky rozprestrenia spektra

(Spread-spectrum)
e [imitovana sila signalu (vysielac)
 obmedzeny dosah, vyssie interferencie
* Frequency hopping

* zmeny frekvencii podla PRNG, synchronizacia na prijme

* Direct sequence
* kazdy bit je reprezentovany
postupnostou n bitov

e odosle sa (bit XOR n-bitova
PRNG sekvencia) — chipping code — rozsiri prenosové pasmo

‘ Data stream: 1010

Random sequence: 0100101101011001

O wx o - o -

XOR of the two: 1011101110101001
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g 1L ahrdemis EEE 802.11

|IEEE (1990) $tandardy pre protokol a $pecifikacie poloduplexného
bezdrotového prenosu v lokalnych pocitacovych sietach

* Frequency hopping (79x 1 MHz kanal)
* Direct sequence (11 bitoveé Cipy)

802.11b (do 11 Mb/s), 802.11g (do 54 I\/Ib/s) pasmo 2,4 GHz
(rozdelené na 14 kanalov Sirky 22 MHz s odstupom 5 MHz)

802.11a, 802.11ac pasmo 5 GHz (8 + 11 kanalov bez prekr.)

(802.11n — obidve pasma — s 4 anténami MIMO az 600 Mb/s)
P N

802.11ax 6 GHz do 9,6 Gb/s
Wi-Fi Alliance (2002) — Wireless Fidelity

<, -

EUROPSKA UNIA i<
OPERACNY PROGRAM O e varb
Eurépsky socialny fond (Y X > INROIE 7 VIsKUMUA SPORTU N F MATEJA BELA
Eurdpsky fond regionalneho rozvoja aaa LUDSKE ZDROJE TONNSEYSIARY et
) projekt sa realizuje vdaka podpore z Eurdpskeho socidlneho fondu a Eurdpskeho fondu regionalneho rozvoja v ramci Operacného programu Ludské zdroje

www.minedu.sk www.employment.gov.sk/sk/esf/ www.itakademia.sk



Y — : N '
Doltﬂldem'F' problemy vsesmerove]
komunikacie

B mo6ze komunikovats AajC,ClensBaAlensB

Ak A aj C bude chciet komunikovat s B sucasne, dojde ku kolizii,
ktoru ale nezaregistruju A ani C (hidden nodes)
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~ -y , y .
®p 1L Alacemis problémy vsesmerove]
komunikacie

B posiela rdmec k A, C pocuje a nebude vysielat k D (aj keby
mohol) — (exposed node)
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pp 1L akademin predchadzanie koliziam

MACA
MACA — Multiple Access with Collision Avoidance
e vysielacC a prijimac si vymenia informacie pred vysielanim

* RTS — Request to Send — posle vysielac s ocakavanym casom
na vyuzite kanala (dlzka ramca)

e CTS — Clear to Send — prijimac potvrdi Ziadost vysielacu

* ak stanica zachyti CTS — musi prislusny ¢as vyckat, kedy sa
uvolni prijimac (aj ked nezachyti komunikaciu od vysielaca)

* ak stanica zachyti RTS ale nie CTS — je dost daleko od
prijimaca a teda méze vysielat vo svojom okoli
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93““'*“@'@15 (Distributed Coordination Function)

Destination All other stations

.

SIFS

SIFS NAV

I *—) (No carrier sensing)

SIFS

Time Time Time Time

vrcb
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“;{ﬂt@“mémﬁg potvrdenia v MACA

* MACAW - pre WLAN - po uspesnom prijati ramca
posle prijimac potvrdenie ACK

e stanice pokracuju vo vysielani az po prijati ACK

* ak viac stanic chce zacat vysielat RTS ramcom, dbjde
ku kolizii, ktoru 802.11 nedetekuje

 ak vysiela€ nedostane CTS vo vymedzenom case (time-out)
konstatuje vznik kolizie

 zacne opat vysielat RTS po ndhodnom ¢asovom intervale
(ako exponential backoff v Ethernete)
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Q 3 = 5 . / 7/ .
®p 1L Akademia medzirdmcové intervaly

SIFS — Short InterFrame Spacing — next fragment

* high priority traffic (voice)

* low priority traffic

DIFS — DCF InterFrame Spacing

EIFS — Extended InterFrame Spacing — bad frame
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b’;] Alkadémin

B: Beacon frame Repetition interval
CF: Contention-free Contention-free Contention
SIFS SIFS
ACK + s CF
B Poll poll end -
Time
Polled SIFS
station D
ACK + data
® >
Time
NAV
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Time
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=9 = s o,
»p 1L iademis organizacia WLAN
Ad hoc a Infrastructure

BSS: Basic service set
AP: Access point

Ad hoc network (BSS without an AP) Infrastructure (BSS with an AP)
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=9 2 v ,
®p 1L Ahkademin Distribucny systém

ESS: Extended service set
BSS: Basic service set

—
AP: Access point L]
—

o — — — —

Server or
Gateway

vrcb
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»“S]t“'*“démi“ |dentifikacia stanic a sluzby DS

e SSID (resp. ESSID) — 32 znakov — meno siete
identifikacia ESS — pre vsetky BSS v ESS

e BSSID — 6 bajtov — obycajne MAC adresa AP
identifikacia BSS

napr. eduroam(00:1f:9d:21:e6:cf)
Sluzby DS:

 SS (Station Services) — Authentication, Deauthentication,
Privacy, MSDU (MAC Service Data Unit) Delivery

* DSS — Association, Reassociation, Disassociation,
Distribution, Integration
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"Slt""*”dém"“ Vlyber vhodného AP
(scanning)

e stanica posle ramec Probe

AP v dosahu poslu odpoved Probe Response

e stanica vyberie jednu (podla kvality spojenia) a posle ramec
Association Request

AP odpovie ramcom Association Response

 ak sa zhorsi kvalita signalu (resp. pri premiestneni stanice) sa
moze stanica znova asociovat (novy AP upozorni stary cez DS)
Reassociation

e passive scanning — AP vyzyva stanice periodicky ramcom
Beacon
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9S]t"'"“dé"“” Format rémca |IEEE 802.11

2 bytes 2 bytes 6 bytes 6 bytes 6 bytes 2 bytes 6 bytes 0to 2312 bytes 4 bytes

FC D

To |From | More Pwr | More

2 bits 2 bits 4 bits Thit 1bit 1bit 1bit 1bit 1bit 1bit 1 bit

Address 1 | Address2 | Address 3 SC Address 4 Frame body FCS I

Protocol
version

 Frame Control — 16 bitov — riadenie ramca; D - Duration

6 bitov - typ ramca (RTS, CTS, Probe, Assoc., Beacon, Data ..)
ToDS, FromDS

00 — vysielanie v BSS — Addrl = dst - Addr2 =src  (ad hoc)

11 —do inej BSS - Addr1 = dst - Addr2 = adresa cielového AP
- Addr3 = adresa zdrojového AP - Addr4 = src
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oo 1Eamcemin Bezpeinost 802.11 Wireless LAN

* bezdrotovu komunikaciu je mozné zachytit akymkolvek
radiovym prijimacom v dosahu vysielaca

* pévodné zabezpecenie WEP (Wired Equivalent Privacy)
nie je dostatoCne kryptograficky silné - riesi len
autentifikaciu stanice a pouziva 40b kluc¢ k RC4

* rieSenie bezpecnosti v Standardizacnej skupine 802.11i
e Wi-Fi Alliance - Wi-Fi Protected Access (WPA)
e 802.11i - Robust Security Network (RSN) tiez WPA2
 WPA3 (802.11-2016) forward secrecy, 128/192 b kltuce
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Pe 1L Alademin IEEE 802.11]

WPA (Wi-Fi Protected Access) — len TKIP (Temporal Key Integrity Prot.)
strieda niekolko docasnych kltucov pre RC4 — zranitelny (v implementacii)
MIC (Michael Message Integrity Code 64b) namiesto CRC

WPA2 — tiez od Wi-Fi (Wireless Fidelity Alliance)

* CCMP Counter Cipher Mode with Block Chaining Massage Auth. Prot.
AES (128 b) dbvernost a integrita (utoky Key Reinstallation KRACK, KrOOk)

* open — personal Pre-shared Key (PSK) (overenie stanice) — Enterprise
(overenie pouzivatela autentifikacnym serverom — Radius, Kerberos ...)

WPA3 (2020) Enterprise - AES-256 v GCM rezime a SHA-384 v HMAC
Personal — AES-128 v CCM

e Simultaneous Authentication of Equals (SAE) — PSK+DH (forward secrecy)
|EEE 802.11s — wireless mesh network
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"Slt“'*”démi” vyuzitie autentifikacie
IEEE 802.1x

* |EEE autentifikacny protokol
* suplikant (stanica, sw)
 autentifikator (AP, prepinac...)
» autentifikacny server (Radius ...)

* pre prenos dat - protokol EAP (Extensible Authentication Protocol)
AP ->STA Ziadost o identifikaciu EAP Request/Id

STA -> AP identifikacné udaje EAP Response/Id

AP -> AS vyzva — ak neodmietne identitu

AS -> STA Ziadost o poskytnutie aut. idajov EAP Request

STA -> AS posiela aut. udaje EAP Response

AS ->  EAP-Success / EAP-Failure
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» 3 =
®p 1L akademis 802.11i pracovné fazy

STA AP AS End Station
i
| Phase 1 - Discovery | ?
| Phase 2 - Authentication |
|
| Phase 3 - Key Management |

Phase 4 - Protected Data Transfer

I Phase 5 - Connection Termination I
1 |
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»g 1 Akademis

802.11i — fazy
spristupnenia
(discovery)

a autentifikacie
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* K Europsky socialny fond
2 Europsky fond regionalneho rozvoja

Tento projekt sa realizuje vdaka podpore z Eurdpskeho socialr

www.minedu.sk

STA

Station sends a request

AP

Probe request

to join network

Station sends a
request to perform
null authentication

Station sends a reguest to

associate with AL with
SeCUrity parameters

Station sets selected
Security parameters

-

g

Probe response

[Dypen system
authentication request

P

Open system
authentication response

Association request

Association response

i

AP sends possible
sECUrity parameter
(security capabilties set
per the security policy)

AP performs
null authentication

AP sends the associated
SECUrity parameters

02.1X controlled port hlocked

Bl2.1x EAP request

802.1x EAF response

Access request
(EAP request)

AS

-

Extensible Authentication Protocol Exchange

R02.1x EAP success

i

Accept/EAP-success
kev material

| 802.1X controlled port blocked

]




Ogitnlmdémin IEEE 802.1X riadenie pristupu

Unconirolled
prt
Authentication server

Y

Z Access point
Station
Controlled Controlled
port port
To other
wireless stations lf——— e —— e P —7p To D5
on this BSS
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Pp 1L alademia vyuzitie EAP
(Extensible Authentication Protocol)
EAPOL — EAP over LAN - do Ethernetovskych ramcov

EAPoW — EAP over Wireless - Eth. ramce do 802.11

RADIUS (Remote Authentication Dial In User Service)
 vlastny protokol, EAP spravy sa vkladaju do sprav RADIUS
e komunikuje autentifikator
* AAA Authorization, Authentication, Accounting

rOzne procesy overenia
e PAP (Password Authentication Protocol)
 CHAP (Challenge Handshake Authentication Protocol)
 PEAP (Protected Extensible AP), EAP-MS-CHAPv2 (Eduroam)
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vytvaranie
docCasnych
relacnych

a skupinovych
klucov
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(@j Out-of-band path
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