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Klasické symetrickeé Sifrovacie systémy

Alica —— Encryption

Xy Xy wee X, T
X, € 2p K
plaintext

otvoreny text

* posuvna Sifra

*| Decryptionf— Bob
Y1V, - Y T Xq Xy ee X,
Yy, € 2 K X; € 2,
Ciphertext plaintext

Sifrovy text

otvoreny text

* monoalfabeticka (jednoducha) substitucia
(simple substitution)

e bigramova Sifra (Playfair, Hill)

* polyalfabetické Sifry
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Polyalfabetickeé Sifry — moznosti COA

posuvna’gifra PMPKRYPTOGRAFI ANAUPIJSIJESUPER
k yuyuvuvuvuvuvuvuvuvuvuvuvuvuvuvuuvuvuuvuvuuvuuuuu
aCELSIJNIALUZCUHUOJDMDYMOIJ YL

vzdialenost jednoznacnosti (kolko znakov CT potrebujem, aby
existoval Statisticky jediny kl'uc, ktory po desifrovani da rozumny
PT v pouzitom jazyku)

no = H(K)/(H(L) — Hgn(L)) =
=log, 26/(10g, 26 — 1,5) = 4,7/3,2 = 1,47

na kryptoanalyzu COA potrebujem (a Statisticky staci) pre PT
v anglictine aspon dva znaky CT

ak budem mat len jeden znak ?
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Polyalfabetickeé sifry — moznosti COA
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pre klt¢ dizky m (ndhodny)

vzdialenost jednoznacnosti ny = H(K)/(H(L) — Hgy(L)) =
= log,(26)™/(log, 26 —1,5) = m-4,7/3,2 =1,47m

na kryptoanlyzu COA pre ndhodny klu¢ dizky 4 potrebujem
teoreticky aspon 6 znakov CT

ak budem mat 5, dostanem viac relevantnych rieseni

ak budem mat len 4 znaky CT ...
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Vernamova Sifra

Vernam(1917)PTKRYPTOGRAFIANAUPJSJESUPER
kK UPJSRWYBDAGXDUNY I VZPBSCIJIL
CEGHHKKESDFOXQUHNRNITTMRNLC

pre nahodny klt¢ rovnakej dizky ako sprava
k CT existuje pre kazdy PT taky K, Ze D,(CT) = PT COA nie je mozny

CEGHHKKESDFOXQUHNRNITTMRN
kK UPJSRWYBDAGXDUNY I VZPBSCIJIL
PPKRYPTOGRAFI ANAUPIJSIJESUPER
CEGHHKKESDFOXQUHNRNITTMRNLC
Kk BSYECPKZPOANCCOSAUVTBTTWU
PDOJDIVUTOROKOSTVRTNASTYRI

ak pouzijem ako klu¢ EN text s H(P) < 3,2 tak by to teoreticky bolo mozné

Zimny semester 2023 Pradoveé Sifry




Miera bezpecnosti

bezpodmienecna bezpecnost (unconditional security)
perfect secrecy

VXEP VyeC: p(x|y)=p(x)
pravdepodobnost uhadnutia otvoreného textu ak pozname
Sifrovany text je rovnaka, ako keby sme ho nepoznali

nemoze byt prelomeny ani nekonecne velkou vypoctovou
silou

Shannon: Sifrovanie je bezpodmienecne bezpecné prave ak

Vy € C: ply[x) =pl(y) >0 (Vy 3k, ze E,(x)=y), kazdy kluc je
pouZzity s rovnakou pravdepodobnostou a |K|=|C|=]|P]|
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Miera bezpecnosti

dokazatelna bezpecnost (provable security)

* problém ndjdenia klica je mozné previest na problém
s dostatocnou zlozitostou, ktory zatial nevieme
vyriesit

vypoctova bezpecnost (computational security)

e zname postupy na hladanie kluca nie su v rozumnom
case znamymi prostriedkami (konstrukénymi,
energetickymi, financnymi) uskutocnitelné
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OTP — One-time pad

jedina znama nerozlustitelna (perfect secrecy) Sifra
pre bindrne retazce x =x, X, ... x, € {0,1}" s=s;5,...s5,€{0,1}
E(x)=y=vy,V, ...y, = (X, X0r s,) (x, xor s,) ... (x, xor s_)

D(y) = (y, xor s,) (y, xor s,) ... (y, xor s, ) = (x; xor s, xor s,)
(X, xor s, xor s,) ... (X, Xor s, Xors_) = X; X, ... X, = X

axorb=a®b=(a+b)mod?2
retazec s (stream) musi byt
* nahodne vygenerovany
 utajeny (znamy len odosielatelovi a prijemcovi)

* nesmie sa pouzit viackrat
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Sifrator Lorenz (Tunny)

 zariadenie na generovanie dvoch
retazcov bitov pre telegraficky prenos

e XOR s telegrafickou spravou
(v 5 bitovom kéde - Baudot) vysielané
telegraficky — Vernamova Sifra

* 2x 5 ozubenych kolies s roznymi
pocCtami , pinov” v stave O resp. 1,
druhych 5 kolies sa otaca len ak je
prvych 5 kolies v stave 1
(spolu cca 6 x 1017 pozicii
+ ovplyviiovanie plaintextom)

* Colossus — elektronické zariadenie na
kryptoanalyzu (1944)
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rekonstrukcia

Colossus
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Pradové sSifrovacie systemy

. M ViV Vo= N :
Alica O SNV » Bob
Xy X, oo X T X1 XOT S3 %X XOF Sp... X, XOF $.°F v ors. v XOr s,... y, XOF s, =
Sy Sy e S, Sy Sy . S, Xy Xg - X
RNG RNG
k k

* stream (pseudo)ndhodne generovany
e utajeny kluc¢ (pociato¢né nastavenie generatora — seed)
* nesmie sa pouzit viackrat

e problémy s integritou ! (negaciou bitov Sifrového textu je mozné
cielene zmenit bity v deSifrovanom texte)
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Generatory nahodnych (pseudonahodnych) Cisel

* TRNG (True random number generator) hw riesenie
(tepelny sum, kvantové javy, udalosti v PC)
na desifrovanie preniest dalsSim bezpecnym kanalom !

* PRNG — generatory pseudonahodnych Cisel —

generovanie zavisi (deterministicky) len

od pociatocného nastavenia - kltica (seed)

konecény pocet stavov — po ¢ase za zacnu opakovat

linearne kongruencné generatory
so = seed; s;j,1 =(as; +b)modm

napr. s;;1 = (84589 s; + 45989) mod 217728 s periddou 23°
ANSI C random s;,; = (1103515245 s; + 12345) mod 231
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Generatory nahodnych (pseudonahodnych) Cisel

* CSPRNG — kryptograficky bezpecné generatory
pseudonahodnych Cisel — vystup nie je mozné
predikovat (dokazatelne)

Blum-Blum-Shub generator pre prvocisla p, g

bi,1 =b>modpqg  p=q=3(mod4)
Si+1 = bij+1 mod 2

predikcia nasledujuceho bitu streamu je ekvivalentna
problému riesSenia kvadratickych rezidui
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Linearne posuvne registre so spatnou vazbou

®X<«— Qo T aq T Am-1
S5051-- 5
: So : 51 — ... . Sm-1

* pre binarny vstup s;,a; € {0,1}; i €10, 1, ... m-1}
Sm = (Sjp—1m—1 + ...+ S1a1 + spay) mod 2

* pre n > m rekurentne
Sp = (Sp-1Am-1 + o+ Sp—m+1a1 + Sp—mao) mod 2

* implementacia logickymi obvodmi @ XOR & AND

* posuvne registre — posun synchronizovany signalmi CLK
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priklad

S, = (s, +sp)mod2 (ap=1,a; =0,a, =1,a3 =0)
a potom S;.4 = (Sj32 +S;) mod 2

kfld€ 1010 00101000101000... peridda 101000

ki€ 1100 111100111100 ... perioda 110011

ki€ 1011 0110110... perioda 101

S4. = (s3+sg)mod2 (ap=1,a; =0,a, =0,a; =1)
1011 001000111101011... perioda 101100100011110

e maximalna dizka periody ?
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LFSR (linear-feedback shift register)

e kl'd€om (resp. IV - inicializacnym vektorom)
je pociatocna postupnost sy, S, ..., Spm—1

*Vi=m: s; =)7L ap_jS;—; mod 2
resp.tiez Vi=0: sjom = }71:_01 a;Si+; mod 2

« maximalna dizka periody 2™ — 1
(PRNG s priblizne rovnakym vyskytom 0 a 1)

* vypocCty je mozné reprezentovat v okruhu binarnych
polyndmov GF(2) s operaciami XOR a AND

* I, [X] charakteristicky polyndm
X"+ ap, X" +a, XM %+ a X + ag
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LFSR — kryptoanalyza (KPA)

* z0 znamej Casti otvoreného a Sifrovaného textu E(P) =P ® S
vyjadrit ¢ast streamu S=P @ E(P)

* pre postupnost Sg, Sy, .., Spm—1 Vyriesit sustavu rovnic v Z,

( / Sm_1)< : ) ( ! )
Sm—-1 " S2m-2 Am-1 Soam-1

* ak nepozname n, mozno skusat postupne hodnoty m, pokial
nedostaneme pozadovany tvar streamu

* overenie — do dizky periody (2m -1)
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LFSR - priklad

011010111100010011010111 ...
prem=2:

O0.a,+1l.a;=1

l.ag+1.a;=0

Z prvej rovnice a; =1
dosadenim do druhej rovnice a,=1 (vZ,)

tedas, =s,_1a1 +S,_,09 = Sp_1 + Sy_»
dostaneme 011011011011011011 ...
nespravne riesenie !
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LFSR - priklad

011010111100010011010111 ...
prem=3:
0.a,+1.a;,+1.a,=0
l.ag+1l.a;+0.a,=1
l.a,+0.a,+1.a,=0
suctom prvych dvoch rovnic je
l.ag+0.a;+1.a,=1 Ccoje sporstretou

rovnicou — riesenie neexistuje
0 1 1
det{1 1 0]=0
1 0 1
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LFSR - priklad

011010111100010011010111 ...

prem=4:
O0.a,+1.a;+1.a,+0.a;=1
l.ag+1.a;,+0.a,+1.a;=0
l.ag+0.a;,+1.a,+0.a5=1
0.a,+1l.a;+0.a,+1l.a;=1

* z0 sucCtu druhej a Stvrtej rovnice je a, =1,

* dosadenim do tretej rovnice dostaneme a, =0,

* potom z prvej rovnice a, =1 a zo Stvrteja; =0

tedas,, =5s,_10a3 + S;,_>0y + S,_301 + S;;_409 = Sp_3 + Sy_4

skuska: 011010111100010011010111 o.k.?
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LFSR - priklad

011010111100010011010111 ...

prem=5:
0 1 1 0 1\ /ao\ / O\
1 1 0 1 O a; 1
1 01 0 1 d2 | =11
0O 1 0 1 1 as 1
1 0 1 1 1 \%/ \1/

sucet prvych dvoch riadkov je piaty riadok — existuje viac rieseni
jednoje s, = Sp,_3 +S_4 (3;=0)
druhé s, =s,_.1+ Sp_3 + S5 (3,=1)

det=0  dizka najkratsieho LFSR zodpoveda poslednému
nenulovému determinantu matic pre m=1, 2, ...
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analyza LFSR

* staci poznat sekvenciu 2m hodn6t kdekolvek (KPA)
 pokial je v znamej sekvencii k nul za sebou -> m >k
 ak je k jednotiek za sebou -> m > k

* skusat postupne dfilgu LFSR m, pokial nebude
spravna skuska do dlzky 2™ -1

* Berlekamp-Massey algoritmus na urcenie m —
polynomialna zlozitost
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nelinearne generatory

* kombinacia LFSR registrov

* synchronizacia %I
clk

DEMUX p—>

ClK =——

clk r
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A5/1

 prudova Sifra pre GSM aprje] | s ° 0

* 3 LFSR registre 19, 22, 23 Eg d é@

* posuvaju sa len tie, ktore N — il
sa zhodnu na vyznacenych X i
poziciach (oranzové) D

* 64 bitovy kluc — pri inicializacii i i ke = HEL °

. ‘2 . L

sa prida do kazdeho registra A X

e 22 bitové Cislo rdmca (frame
number) podobne

e 100 prazdnych krokov

prelomené Dec 2009

e 2x 114 bitov vy
bitov vystup A5/1 cracking project

(kazdych 4,615 ms)
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SNOW 3G

FSM

ilindOpg
Qn
y
P —>( )>D

D
(N

1 2
R1 R2 R3

|

* 16 x 32 bit LFSR, 3 registre (32 bit) FSM
* operacie mod 2 a mod 232 (3GPP)
* 128 bit key + 128 bit IV - nastavenies, ... S;c
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SNOW-V pre virtualizované 5G

* virtualizovany
komponent -
rozne hw platformy H

T I B Y I P A N A

e aspon 20 Gb/s
P / o[ [n[= s [ [ s e[ D

e 2x 16 x 16 bit LFSR %
(per. 2°12 -1) &

* 3x FSM reg (128b)
AES 128b encrypt

e 256 bit key
128 bit IV

[ W
]

g
@ T2 128 bits

LD

—_

4 T1 128 bits
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EO (Bluetooth)

* 4 LFSR a dva dvojbitové vnutorné stavove registre

- Xnaze = Xn + Xnug + Xipap + Xnigo + Xiias
Xnezz = Xn + Xowao + Xniae + Xnioa + Xuan
Xnaza = Xn+ Xoya + Xion + Xiiog + Xiias
Xneao = Xn + Xpya + Xipog + Xiize + Xiiao

XOR

Iniatial Value
ﬁ
7
==
(]
F

XOR

e znamy utok zlozitosti 23°
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RC4 (ARCFOUR)

 prudova Sifra (Rivest cipher 1987) implementovatelna
na jednoduchych procesoroch (Cipovych kartach)

* obchodné tajomstvo RSA (zverejnené 1994)

* neuspesne pouzita pre zabezpecenie bezdrotovych
sieti WEP (nevhodné pouzitie inicializachého vektora)

permutacné pole 256 bajtov, kl'uc (IV) do 256 bajtov
(prakticky 5 — 16 B, teda 40 — 128 bitov kluca)

podla kltuca sa inicializuje permutacné pole (Cislami 0 — 255)

1 ]

generovanie bajtov na zaklade -
H ’ 0 1 2 slilss[jl i i 253 254 255
dvoch indexov a vymeny obsahov [S ST N j

bajtov v permutacnom poli s1i1l]

K  S[i]+S[j]
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RC4

for i from O to 255 do S[i] :=i endfor;

j:=0; forifromOto 255 do
j :=(j + S[i] + key[i mod keylength]) mod 256;
swap values of S[i] and S[j] endfor;

1:=0;j:=0;

while GeneratingOutput do
i:=(i+1)mod256; j:=(j+ S[i]) mod 256;
swap values of S[i] and S[j];
K :=S[(S[i] + S[j]) mod 256];
output K

endwhile;
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eSTREAM

 projekt EU ECRYPT — nové prudoveé sifry (2004)
e vwvhodnotenie 2012 — eSTREAM portfolio

 sw profil (kluc 128 b)
HC-128, Rabbit, Salsa20, SOSEMANUK

* hw profil (kfuc 80 b)
Grain, MICKEY, Trivium

* bez licencnych obmedzeni
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Trivium

* 80 b kluc +80 b IV

* 3 LFSR registre (93, 84, 111)
s nelinearnymi
komponentami

* vystup jedného registra
je vstupom do dalsieho
(288 b kruhovy register)

* nelinearne prvky na vstupe
i vystupe z registra

* vysledok — XOR vystupov
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Salsa20

* Bernstein 2007 — public domain
e add-rotate-xor (ARX)

e kflu€ 256 b, IV64 b,cnt64 b -H-
do 512 b bloku (key stream) b
16 x 32 bitov r
»expa“ K K K ibé;
K nd3“ | v W, £
cnt cnt »2-by“ K ﬁ"’G}
K K K Jte k“ -
e 20 rund (stipce + riadky) 6 v v |
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ChaCha20

e Bernstein 2008 — namiesto RC4 v TLS (RFC 7539) ARM
e klu¢ 256 b, IV64 b, cnt64 b

(resp. 1V 96 b, cnt 32 b)
11
* do 512 b bloku o 1
P
,expa“ | ,nd3“ | ,2-by“ | ,tek” 4 <<y
" o
K K K K B
K K K K 4 ==
L]
cnt cnt IV IV s
: o | e
* 10x 8 transf. (4 stlpce + 4 diagonaly) 4 4
spolu 20x prepis celeho bloku +
mozno paralelizovat F

 kvoli cnt len 232 blokov (256 GB)
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Chacha220

#define ROTL(a,b) (((a) << (b)) | ((a) >> (32 - (b))))

#define QR(a, b,c,d)( a+=b, d”*=a, d=ROTL(d,16), \
c+=d, b*=c, b=ROTL(b,12), \
a+=b, d*=a, d=ROTL(d, 8), \

c+=d, b”*=c, b=ROTL(b, 7) )
void chacha_block(uint32_t out[16], uint32_t const in[16])
{ inti; uint32_t x[16];
for (i=0; i< 16; ++i) x[i] = in[i];
for (i=0;i<20;i+=2){
QR(x[0], x[4], x[ 8], x[12]); // column O
QR(x[1], x[51, x[ 9], x[13]); // column 1
QR(x[2], x[6], x[10], x[14]); // column 2
QR(x[3], x[71, x[11], x[15]); // column 3
QR(x[0], x[5], x[10], x[15]); // diagonal 1 (main diagonal)
QR(x[1], x[6], x[11], x[12]); // diagonal 2
QR(x[2], x[7], x[ 8], x[13]); // diagonal 3
QR(x[3], x[4], x[ 9], x[14]); // diagonal 4
}

for (i = 0; i < 16; ++i) out[i] = x[i] + inl[i];
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Dakujem za pozornost.

jozef.jirasek@upjs.sk




Linear-feedback shift register

®X<«— Qo T aq T Am-1
S0S1... Si
01 2t So . S1 e ... . Sm-1

*s;,a;€10,1}; i €10, 1, ... m-1}
Sm = (Sjp—1m—1 + ...+ S1a1 + spay) mod 2

e forn >m
Sp = (Sp-1Am-1 + o+ Sp—m+1a1 + Sp—mao) mod 2

* implementation by logical circuits @ XOR « AND
* shift register — shift synchronized by CLK signals
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Example

S, = (s, +sp)mod2 (ap=1,a; =0,a, =1,a3 =0)
and  S;.4 = (Sj32 +5;) mod 2

keystream 1010 00101000101000... period 101000
keystream 1100 111100111100 ... period 110011
keystream 1011 0110110... period 101

S4. = (s3+sg)mod2 (ap=1,a; =0,a, =0,a; =1)
1011 001000111101011... period 101100100011110

* maximum period length ?
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LFSR (linear-feedback shift register)

 key (or IV —initialization vector)
is the initial sequence sg, 1, ..., Sm—1

*Vi=m: s; =)7L ap_jS;—; mod 2
or Vi=0: sj;p = }71:_01 a;Si+; mod 2

* maximum period length 2™ — 1
(PRNG with approximately equal occurrence of 0 and 1)

e calculations can be represented using binary polynomial
rings over GF(2) with operations XOR and AND

* I, [X] characteristic polynomial
X"+ ap, X" +a, XM %+ a X + ag
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LFSR — cryptoanalysis with known plaintext (KPA)

* from the known part of the plaintext and ciphertext
E(P) =P ®S express the part of the stream S=P @ E(P)

e forS=s5p,54,...,52m—1 SOlve linear equations over Z,

( / Sm_1)< : ) ( ! )
Sm—-1 " S2m-2 Am-1 Soam-1

 if we don‘t know n, we can try successive values of m until
we get the desired stream shape (unique solution)

e verification — up to period length (2™ -1)
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LFSR - example

011010111100010011010111 ...
form=2:
O0.a,+1l.a;=1
l.ag+1.a;=0

from the first equation a; =1
substituting to the second a,=1 (inZ,)

SO Sp = Sp—1Q1 T Sp—2Q¢ = Sp—1 T Sp—2
and we get 011011011011011011 ...
wrong solution !
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LFSR - example

011010111100010011010111 ...
form=3:
0.a,+1.a;,+1.a,=0
l.ag+1l.a;+0.a,=1
l.a,+0.a,+1.a,=0
the sum of the first two equations is
l.a,+0.a;,+1.a,=1 contradiction to third equation

— there is no solution
0O 1 1
det{1 1 O0]=0
1 0 1
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LFSR - example

011010111100010011010111 ...
form=4:
O0.a,+1.a;+1.a,+0.a;=1
l.ag+1.a;,+0.a,+1.a;=0
l.ag+0.a;,+1.a,+0.a5=1
0.a,+1l.a;+0.a,+1l.a;=1
* from the sum of the second and fourth equations, a; =1,
* substituting it into the third equation, we get a, =0,
* then from the first equation a, = 1 and from the fourtha; =0
SO Sp = Sp-1a3 + Sp—202 + Sp—3Q1 + Sp_409 = Sp—3 + Sp—4
verify :  011010111100010011010111 o.k.?
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LFSR - example

011010111100010011010111 ...

form=5:
0O 1 1 0 1 Ao /O
1 1 0 1 O aq 1
1 01 0 1 d |=11
0O 1 0 1 1 as 1
1 0 1 1 1 A4 \1

the sum of the first two rows is the fifth row — there are many solutions
first s, =Sp—3+Sp—4 (8;=0)
second S, =Sp_1+ Sp_3 +Sp_5 (ag=1)

det=0 the length of the shortest LFSR corresponds to the last
non-zero determinant of the matrices form=1, 2, ...
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LFSR analysis

* it is enough to know the sequence of 2m values of
keystream anywhere (KPA)

e if there are k consecutive zeros ->m > k
* if there are k consecutive ones ->m >k

* tes successively the length m of the LFSR until the
correct test within length 2m -1

* Berlekamp-Massey algorithm to determine m
with polynomial complexity
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