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Blokové symetrické Sifrovacie systémy

Alica — Block encr. *| Block decr.— Bob

Xq Xy oo X, T V1Y, Yy T Xq Xy oen X,

x; € {0,1}™ K y; € {0,1}™ K x; € {0,1}™

otvoreny text bloky bloky

rozdeleny na bloky Sifrového textu otvoreného
textu

* delenie textu na bloky rovnakej velkosti (pre difuzie)

e Sifrovanie rovnakych blokov tym istym kluc¢om bude rovnaké
— blok musi byt dostato¢ne velky, aby sa nedali vyuzit
Statistické metody resp. kodovacie tabulky pre kazdy kluc

» kl'd€ aspon taky velky ako blok
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efektivny vypocet na existujucom hw
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AES (Advanced Encryption Standard) konkurz

* NIST —1997-2000 — konkurz na novu blokovu Sifru
» 128 bitové bloky
e 128, 192, 256 bitove kluce
* pre rbzne typy procesorov
» lepsi“ako 3DES
* 1999 finalisti Mars, RC6, Rijndael, Serpent, Twofish

e 2001 za AES bol vybraty Rijndael (Rijmen, Daemen)
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AES proces

T,Iriﬂeftf |“} by|te|$|(l|2? TiTSJl [T |K|eﬁm|b?1|ﬁ| | [ 1 2 8 b itOVé b I O ky

Input state Key

i * 128, 192, 256 bitové kluce
i * SPN s 10, 12, 14 rundami

Round 1 Round 1 key

e (nie Feistelovho typu)

s pracuje s 4x4 8-bitovymi
| blokmi (8b, 32b, 128b uP)

Key expansion

i
e Bt 8-bitové substitucie
s jedinym S-boxom
e BT len XOR a prehladavanie
_ tabuliek

Cipehertext - 16 bytes (128 bits)

Key
Length
5 ybes [ ] [ ]
EEEEE NSNS SN 1 L Whltenlng
12 24
14 32
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AES struktura

Plaintext Key Plaintext
ﬁ . . v v 4 (4
L e L fddopdie | e striedanie Styroch stadii
| Subm’uitebytes | | Expand key | |Inversesu.bbytes | E Add:,]goungj_ery —jedina’
sl | [ invere it o | pouziva kluc — XOR
é | Mixctllumns | l | Inver&ellrnixcols | SpOSObom
| Addroundkey |

z - w[4,7] o Addrot?mdkey | SubByteS _— S—bOX

i [ | ; substitucia po bajtoch
¥ | Inverse shift rows | (ta bUIkOU)
t : ;.
[Substiutebytes | v ShiftRows -transpozicia
g L omtor | ' MixColumns —
é | MixctIumns | _l | Inver&e;lixcols | komblnaCIa Stlpcov
| Addmindkey f¢—— w36,39] ————] Addroundkey | ° ri de_§ifr0va n\!' _ jnverzné
| Substitute bytes | | Inverse sub bytes | é lel:]\I,(CIe a Opacne poradle
% | Sh'rftiows | _l | Inverse i;\ift rows | & kI ucov
o | Addroindkey |<—w[40,43]—>| AddrotT.lndkey | ° gta’di,al. SR’SB a MC’,ARK Sl:l
Ciphertx Chertext navzajom komutativne
(a) Encryption {b) Decryption
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AES SubBytes

’ * jednoducha

substitucia po

f bajtoch

* tabulka 16x16 s
permutaciou 256
roznych bajtov (da sa
aj vypocitat)

* 4 b riadok, 4 b stipec

* inverzna tabulka pre
inverznu substituciu

S0 | So |5u.2 502 S-box

jedina (dokazatelne) nelinedrna
operacia SB(x) + SB(y) # SB(x+y)
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AES SubBytes

X0 x1 x2 x3 x4 x5 x6 x7 x8 x9 xa xb xc xd xe xf

Ox |63 (7c [77 |7b |f2 [6b |6f |c5 (30 [1 |67 |2b [fe |d7 |ab [76
1x |ca [82 |c9 |7d [fa |59 (47 [fO |ad [d4 [a2 |af [9c [a4 |72 |cO

6e= 6e 2x [b7 [fd [93 |26 (36 |3f [f7 |cc |34 |a5 |e5 [f1 |71 |d8 [31 |15
3x (4 [c7 [23 |c3 (18 |96 |5 [9a |7 |12 |80 |e2 |eb |27 |b2 |75
S(6e) = of 4x |19 |[83 |2c |1a [1b [6e |5a [@0 [52 [3b |d6 [b3 [29 |e3 |2f (84

5x |53 |[d1 [0 |ed [20 [fc |b1 [5b |6a [cb |be [39 [4a }4c (58 |cf
6x |dO |ef [aa [fb [43 |4d [33 (85 45 [f9 |2 |7f [50 |3c -a8
7x |51 [a3 (40 |8f [92 |9d [38 [f5 |bc [b6 |da |21 (10 [ff [f3 |d2
8x |cd |0c (13 |ec |5f (97 |44 (17 |c4 [a7 (7e |3d [64 |5d [19 (73
9x |60 |81 [4f |dc |22 [2a |90 [88 |46 |ee [b8 |14 |de |5e |0b (db
ax |e0 [32 [3a [0a [49 [6 (24 [5c |c2 |d3 |ac |62 |91 |95 |ed |79
bx |e7 |[c8 |37 |6d [8d |d5 [4e [a9 |6¢c |56 [f4 [ea |65 |7a [ae |8
cx [ba |78 [25 |2e |1c (a6 |b4 [c6 |e8 |dd (74 |1f |4b |bd [8b [8a
dx |70 [3e [b5 |66 (48 |3 |[f6 [0e |61 (35 |57 |b9 (86 |c1 [1d |9e
ex lel [f8 [98 |11 |69 |d9 |8e [94 |9b [1e (87 |e9 [ce |55 [28 |df
fx [8c [a1 |89 |0d |bf [e6 |42 |68 (41 |99 [2d |0f |bO [54 |bb |16
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AES SubBytes

S-box

inverse S-box

Zimny semester 2023

x0 | %1 | %22 | x3 | x4 | x5 | %6 | x7 | %8 | x5 | %a | xb | %c | xd | xe | x£
O | €32 | T | 77 | Tk £2 =Y s ef [ 5 | 30 | 01 &7 | 2k fe | d7 | ab | 76
1x | ca g2 cS | 7d fa | 59 47 £f0 ad | d4 az af Sc ad T2 <0
2x | b7 fd | 53 | 26 | 36 | 3£ f7 | cc | 34 | a5 | e5 | £1 | 71 | d8 | 31 15
3x | 04 | 7 | 23 | 23 18 Se 05 | Sa 07 | 12 80 | eZ eb | 27 | b2 75
d4x | 0% | B3 | 22 | 1la b | 62 | Sa | a0 | 52 | 3b | de | b3 | 25 | e3 | 2£ g4
S= | 53 | d1 00 [ ed | 20 | £ | b1 | 5k cga | cb | be | 39 da 4c | 5B cf
gx | dO | ef | aa | £k 43 | 4d | 33 | B85 45 [ £5 gz | 7£ | 50 | 3= | 5E£ | aB
Tx | 51 | a3 40 | BE 52 5d | 38 | £5 | be | be | da | 21 10 £ff | £3 | dz2
8x | ed | Oc 13 | ec | 5£ | 97 44 [ 17 cd | a7 TJe | 3d | &4 Sd | 1% | 73
Sx | &0 | B1 4f [ de | 22 | 22 S0 | 88 4 | 22 | bE | 14 de | Se | Ob | db
ax | 20 | 32 2a Oa 45 06 24 Sc cZ d3 ac o2 51 55 | ed 75
bx | 27 ca 37 bd gd | d5 4e | 2% 6o | 56 f4 sa 65 Ta | aes 0a
cx | ba | 78 | 25 | 2e lc | a6 | b4 | ce | ef | dd | 74 | 1£ b | bd | Bb Ba
de | 70 | 32 | b5 | 66 48 03 fo | De 61 | 35 | 57 | bS B [ =1 | 1d | Se
ex | =1 | £8 S8 11 69 [ d9 Be | 54 Sb | 1= 87 | %9 | ce | 55 | 28 df
fx | 8c | al 89 | 0d | bEf | 6 42 | &8 41 [ 99 | 2d | 0f | O | 54 | kb le

x0 | 21 | x2 | %3 | x4 | x5 | x6 | %7 | %8 | x5 | xa | xb | xc | xd | xe | x£
Ox | 52 05 Ga | dS | 230 | 36 | a5 | 28 | Ef | 40 | a3 | Se 81 £3 | d7 fb
1x | 7o | e3 | 35 | BZ Sb | 2£ £f£ | 87 34 | Be 43 | 44 cd de | 9% | cb
2x | 54 | Tb 54 [ 22 ac | cZ 232 | 2d | ee | 4c 55 | Ok 42 fa | c3 Le
3x | 0B | 2e | al | 66 | 28 | d9 | 24 | b2 76 | 5b | a2 | 45 6d | 8 | d1 | 25
4w | TZ fa fe | 64 86 | &8 98 | 16 | d4 | a4 Sc | cc | Sd | €5 | bE S92
S5x | 6c | 70 48 | 50 fd | ed | kS | da | 5= | 15 45 | 57 a7 Ad | 5d | 84
e6x | S0 | d8 | ab | OO Bc | be | A3 | Da £7 | =4 S8 | 05 | BB | B3| 45 06
Tx | A0 | Z2c le | Bf | ca | 3£ 0f | 02 cl | af | bd | 03 01 13 | Ba e
8x | 3a | 91 11 | 41 4f | &7 de | 2a 57 | £2 cf | ce £fO0 | b4 | 26 | 73
Sx | 56 | ac | T4 | 22 e7 | ad | 35 | B85 | e2 | £5 | 37 | =8 le | 75 | AE =
ax | 47 £f1 la | 71 1d | 29 | =5 | B9 e6f | b7 62 | D= | aa 18 | be 1b
bx | £fc | 3¢ | 32 | 4b | c6 | dZ2 79 | 20 Sa [ do | e0 | £=2 | 78 cd | Sa f4
cx | 1f | dd | a8 | 33 g8 07 c7 | 31 | b1 | 12 10 | 5% | 27 80 | ec | 5
dex | €0 | S1 | 7£ | a5 1% [ b5 4a [ 0d | 2d | &5 | Ta | 9 53 [ 29 | Sc | ef
ex | al | e0 2b dd | as | 22 £5 | b0 c8 eb | bb | 22 g3 532 55 el
fx | 17 | Zb 04 | Te | ba | 77 de | 26 | el | &5 14 [ €3 | 55 | 21 | Oc | 7d
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AES ShiftRows

Sy Sa1 | S22 | Saa|—* | \w_l—l' 522 %23 | S20| 521

530 531 | 532 | 523 — | | — 533 | 530 | 531 | B2z

S

rotacia (cyklicky posun) vlavo
2. riadok o 1 bajt, 3. riadok o 2 bajty, 4. riadok o 3 bajty
* inverzna funkcia — rotacia vpravo

e permutacia bajtov v riadkoch

* proti ,Square attack” a inym diferencialnym utokom
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AES M1xColumns

> * permutdcia a linearna

> Fll””] kombinécia v stipcoch

<3N

—» ] * nasobenie polyndmov
Yy ¥ v 8
P P 9 N R v GF(2%) modulo
Sto | 31 | 512 | 512 Sio | S | S12 | S1a x8 + x4 + x3 +x+1
530 | 521 | 522 | 522 S0 | 521 | S22 | 822 (100011011)
S0 | 831 | 532 | 833 S0 | 530 | $32 | 523 Oloa=a
02 03 01 01\ /S S0, 020a = Ish(a) &
0,i it

01 02 03 01\[Sui)| oy @(msb(a) » 100011011)
01 01 02 03 [\52i) |5y 03ca=(02ca)Da
03 01 01 02/ \S3;i s's

s'o,i —(020501)69(030511)@(Oloszl)@(01os3l) =

= Ish(s;)®(msb(sg;) * 100011011)DIsh (s, ; )B(msb(sy;) * 100011011)
D 51, D sz, D s3;
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AES M1xColumns

* linedrny kdd s maximalnou vzdialenostou medzi kddovymi slovami

* inverzna matica je zlozitejsia — vypocet je dlhsi

OF
09
0D
0B

OF
09
0D
0B

0B
OF
09
0D

0D
0B
OF
09

09
0D
0B
OF

02
01
01
03
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0B 0D
OF OB
09 OF
0D 09

03
02
01
01

01
03
02
01
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09
0D
OB
OF
01\ /01
011 [ 00
03 /)00
02 00

00
01
00
00

00
00
01
00

00
00
00
01
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AES AddRoundKey

Sa0 | S04 | %02 | 502 Soo | So.1 | So2 | Soz
r

S0l 2] 512 | $1a Si0| 510 | 512 | 51z

P Wi | Wi | Wiz | Wisa =

I

S20 | 521 | 522 | 523 Sao | 521 | S22 | 522
I

Sa0 | 531 | 532 | 533 S3o0 | 531 | 532 | Saz

* XOR po stipcoch (Vernam)
* inverzna operacia je identicka
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AES runda pre 128 bitové spracovanie

- Gbbbonuuabanuuns
/
=

s DO DOODO DD DD DD DD DD
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AES generovanie klucov

ko | ku | ke | kis * generovanie po 32-

o | ke ko | Kos bitovych slovach

Ky | ke [Kio | kia e 44,52, resp. 60 slov

K3 | k7 [k ] ks * prvé 4 st 32-bitové slova

l l J' l podla kluca

Wo | Wi | wy [ ws @ *W, =W, , & W,_; preimod4 =0

| * inakw,=w,_, @

/619 /% /% SubWord(RotWord(w, ,))
'EP D Rcon(i/4)

it Rcon =
[1,2,4,8,10,20,40,80,1B,36]
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AES

* “related-key” Utoky na 8-round AES-128 (22 pokusov, 232
bitov pamate), 9-round AES-256 (23°), 10-round AES-256
(24°), 11-round AES-256 (279)

e (2011-2015) AES-128 na 21251 pokusov a 2°® b dat,
AES-196 na 218°7 pokusov a 2% b dat,
AES-256 na 2%°*3 pokusov a 2% b dat

* side channels — timing attack, power consumption (smart
cards), magnetic fields, RF emissions

* implementdcia AES-128-CBC sw 1 Gb/s AES-NI 6 Gb/s
AES-128-CTR AES-NI 24 Gb/s ASIC, FPGA 40 Gb/s
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Rezimy vyuzivania blokovych Sifier

* pre vstupy dlhsie ako jeden blok

» do dizky bloku sa prida vypli — padding
(napr. PKCS#7 — pocet bajtov vyplne)

* spOsob pouzitia blokového Sifrovania moze viest
k znizeniu bezpecnosti

» podla poziadaviek na rychlost resp. bezpecnost
resp. paralelizaciu resp. pouzitie PRNG

* neuchrania pred modifikaciou Sifrovaného textu
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ECB Electronic Code Book

| e | p2 | pP3 | Pa | | a | e | a | aca |

Cn = EK(Pn) Pn = DK(Cn)

kazdy blok sa Sifruje samostatne, nie je potrebna synchronizacia
e prenosova chyba sa prejavi len v jednom bloku

* mozno dobre paralelizovat

* rovnaké bloky otvoreného textu sa Sifruju rovnako - sStatistika

* je moZné zistit opakované vyslanie spravy, preusporiadat,
vymenit bloky
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CBC Cipher Block Chaining

| P1 | P2 P3 P4 cl 2 c3 ca
© —
O O ® ®
[ a | ¢ [ a3 | ca ] [P [ P2 [ P3 [ P4 |

C,=IV C,=E(C.,DP,) P.=C,, @D D(C,)
* Sifrovanie bloku zavisi aj od Sifrovania predchadzajuceho bloku
* |V —inicializacny vektor — randomizuje Sifrovanie — nie je mozné
pouzit Sifrované bloky opakujuceho sa otvoreného textu
* |V nie je potrebné utajovat, méa byt nepredikovatelné
* zmena v otvorenom texte resp. IV sa prenasa do celého vystupu
* kl'uC je potrebné po Case zmenit (Utok na rovnaké bloky C; = C; )
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CBC ciphertext stealing (CTS)

() Cipheretext stealing mode

Py P2 Py RE
v (bhbits) (B bits) (0h bits) {7 bits)
Cr-a -{
K=—"Exeymj *°°* Kk—
Y
(-.: (‘.\' 2 C‘\‘. | (_‘N
(b bits) (56 bits) (BB bits) {j bits)

(h) Altermative method
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porovnanie Sifrovania v rezime ECB a CBC

Plain ECB CBC

Zdroj: wikipedia.org
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CFB Cipher Feedback mode

R R
| x2 | x2 | x3 | x4 | | xx | x2 | x3 | x4 |
[ A AW [ A I A .
| % % % % | {;7 {;7 {;7 {;7
| a | ¢ | i | cu | [l e, | P2 | P3 | P4 |

C,=IV C,=P, D E((C, ) P.=C, @D EC,,)
e pouziva (posunuty) Sifrovany text ako stream v prudovej Sifre

* |V spOsobuje nedeterministickost (randomizuje vysledok)
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CFB Cipher Feedback mode

R R
| x2 | x2 | x3 | x4 | | xx | x2 | x3 | x4 |
[ A AW [ A I A .
| % % % % | {;7 {;7 {;7 {;7
| a | ¢ | i | cu | [l e, | P2 | P3 | P4 |

C,=IV C,=P, D E((C, ) P.=C, @D EC,,)
e pouziva (posunuty) Sifrovany text ako stream v prudovej Sifre
* |V spOsobuje nedeterministickost (randomizuje vysledok)

* nie je potrebna desifrovacia funkcia !!!
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OFB Output Feedback mode

B é B
| x1 | x2 | x3 | x4 | | x2 | x2 | x3 | x4
| a | ¢ | i | cu | [l e, | P2 | P3 | P4 |
Xo=IV X, =E(X,,) C,=P,DX, P,=C, DX,

* pomocou blokového Sifrovania sa vytvori prud pre pruadovu Sifru
* prud je mozné generovat nezavisle

* IV —randomizacia — nie je mozné pouzit viackrat!
(rizika ako pri prudovej Sifre)
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CTR Counter mode

viIlL [ w2 [ vz | ivj4 | [ vl | w2 | vz | ivj4 |

){1 | xz | )(3 | ){4 x1 | ::{2 | ::{3 | ::{4 |
c1 cz c3 c4

aa | c | i | «c4 | P | P2 | P3 | P4 |

C,=P, @E(VIn)  P,=C,@E(V|n)
 prud pre prudovd Sifru sa vytvori po blokoch
* je mozné paralelizovat, priamy pristup (seek)
* [V — nie je mozné pouzit viackrat
* obmedzena dizka (ctr sa nesmu opakovat)
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XEX rezim

o

o

o

1
Key: block cipher _ . __%
encryption
Plaintext Plaintext Plaintext
OTTITITIIT1 (EEENENNEEEEEN NENEERRRRRREE
& e
LA WL
A L
block cipher block cipher block cipher
Key encryption Key encryption Key: encryption
P Y P s =y
AL R TR
J 1
[IITTITITITITTT] CIITTITITTITT (IITITTITT7ITM
Ciphertext Ciphertext Ciphertext

XEX mode encryption

Cn = EK(Pn @ Xn) @ Xn
& nasobenie v GF(2128) modulo
x1%8 + x7 +x2+x+1 {10...010000111}

e XEX (xor-encrypt-xor) Sifrovanie suborov na disku
* tweak ol - tahak pre pristup k j-temu bloku

X, =En(l) ® an
oa=x {10}
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XTS ciphertext stealing

i o a
+ B
Key: block ClplhEI'
encryption
Plaintext Plaintext Plaintext l
(NENRRRRRRREEE (NENERERNNNEEE NERRERER |
Fau) P
WL pe LA
block ciph block ciph block ciph
Key encrypti Key encrypti Key encrypti
My ™ ¢l
LA L WL
(EENENNNNENREN M
Ciphertext Ciphertext Ciphertext

XEX with tweak and ciphertext stealing (XTS) mode encryption

« vypinanie posledného netplného bloku (padding)
C., = XEX (P. |XEX,(P. )[(m-k+1):m]); C. = XEX_ ,(P. )[1:(m-K)]
P, =XEX", ((C, |XEX (C,)[(m-k+1):m]); P, = XEX" (C, )[1:(m-k)]

Zimny semester 2023 Blokové Sifry 2




predikovatelné hodnoty IV

e pri Sifrovani disku — watermarking
(sektory s rovnakymi prvymi blokmi, potom pri CBC
rezime dostanem b @ IV,=b DIV, )

* pre CTR ESSIV sifrovany IV IV, =E, (n)
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GCM Galois Counter Mode

| Counter 0 |—>( incr H Counter 1 |_'( incr )—rl Counter 2 | ] CTRO = IV | 031 | 1 ’
CTR =CTR_, +1

; Plaintext 2 D ¢ Ci = EK (CTRI) @ Pi
[_Ciphe

Ex E«

!: m
=

k.

reriex 1 ] [z ] gutentifikacia spravy
P < * H=E, (0'%8) g,=AD Q@ H
[ it ) (e [ & Galois field multiplication
[ Autr Data 1 | GF(2128) ako v XEX

*g; = (g,-_1 D Ci) X H
* 9p.1 =9, D (len(A) | len(C))
(] * T=(g,,, ® H) D E(CTR)

t

™ ‘;I‘ L/~ |__c_\' L/

D ‘ 2 | !A
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Dakujem za pozornost.

jozef.jirasek@upjs.sk




